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Compatibility and System minimum requirements

Compatibility: 32bit & 64bit
System minimum requirements:
Server: .NET 4.5 — default features
Client: Dataflow Client Version 9.002-B
Excel 2010 and above

.NET 4.5
Adobe Acrobat Reader (Scanned Documents)
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Client Configuration and the Password control system

In order for a site to be able to use Spreadsheet Live they will have to start using the new password
control system. The client does not need to be aware of this, but Dataflow Accounts will have to be
configured for it.

& Client Configuration @

Connection | Host Parameters  *w/cf Host |Inf|:| |

Connection Name |

Wwof Hozt Address |http:a’a’test-spreadsheet:'l B001|

s Apply Cancel

The latest version of the Client Configuration program now has an additional tab for the Wcf Host
parameter. For Spreadsheet Live, this is the “DataflowHostAddress” parameter in the
Web.config.appSettings file as indicated in the section Spreadsheet Live Server configuration, below.

SMTP

Relays (Exchange) or an SMTP Server (Office 365) will need to be configured to allow password
emails to be sent out to users. This would usually be done by the client or their IT company.

Password emails are only relevant if the client wants the “Enforce password change policy” option.
To enable the “Enforce password change policy” option, run this SQL statement:

insert into ACOOPTS values (202,1,null,null)
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Installing Spreadsheet Live

Server

Run the .msi setup program:

O DATAFLOW

B MName Date modified Type Size
Dataflow. Spreadsheet.Live, Server.msi 090772013 17:12 Windows Installer ... 8,345 KB
& setup.exe 09/07/2018 17:12 Application 511KB
| 7| Web.config.appsettings 1370772018 16:34 APPIETTINGS File 1KB
| 7| Web.config.connectionStrings 050772018 09:15 COMNMECTIOMSETR.. 1KB
,_'Weh.:onfig.snﬂpSettings 04072018 09:11 SMTPSETTINGS File 1KB
This installs into:
C:\Program Files (x86)\Dataflow (UK) Limited\Dataflow Spreadsheet Live Server
Copy the three config files into the install folder:
*  MName Date modified Type Size
ﬁEﬂ Dataflow. Spreadsheet.Live. Server.msi 09/07/2018 17:12 Windows Installer ... 8,345 KB
& setup.exe 049/07/2018 17:12 Application 511 KB
|7 Web.config.appSettings 137072018 16:34 APPSETTINGS File 1KB
|7 Web.config.connectionStrings 05/07/2018 09:15 COMNMECTIONSTR.. 1KB
| 7] Web.config, smtpSettings 04/0772018 09:11 SMTPESETTINGS File 1KB

Edit the config files as indicated in the section:
[}

Spreadsheet Live Server configuration, below.

Open the Service console from Control Panel and start the Dataflow Spreadsheet Live Server service.

. Senvices =1 ECR (==
File  Action  View Help
e |EHEa=HE >»mnwp
% Services (Localy :‘J.‘ Services (Local)
Dataflow Spreadsheet Live Server Marme = Description Status Startup Type =
,.-e Datafloww Document Store Dataflow 0., Started Auytornatic (C

Start the service

Started Autornatic

ices dat... Autornatic

The DCOM...

Description: ,.( T BT PTUL s LaUTICITer Started Autornatic  |E
gervlc;shdataljequests from % Desktop Window Manager Session .. Provides De...  Started  Automatic
et . . .
presdsnect Lve 5 DHCP Client Registers an., Started Autornatic

cin bim Dlali Tlaa [ T | " &

You may need to add an entry to the firewall on the server for the ports specified on the two Host
Address entries in the file: Web.config.appSettings, below.
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Firewall entries

Click on “Advanced settings”

&) DATAFLOW

G@eﬁ » Control Panel » All Control Panel ltems » Windows Firewall v [ 43 [ search Con.. £
Control Panel Home ® =
Help protect your computer with Windows Firewall [}
Aliow » program or ' Windows Firewall can help prevent hackers or malicious software from gaming access to your computer
through Windows Firewall through the Internet or a netwerk.
¥ Change notification settings How does a firewall help protect my computer? =
% Tum Windows Firewall on or Vihat are network locations? ‘
off
O R Sehaoks OFotyourmumy,mmnngsan ged by your syst: ‘
% Advanced settings : i |
NU— . & Domain networks Connected (&)
See also Networks at a workplace that are attached to a domain
rion oot Windows Firewall state: On
Netwnrk and Sharina Center . _
Incoming connections: Block all connections to programs that are not on i}
4 Ao Nk ol Ve nd mnn mammnn

Highlight and right-click on “Inbound Rules” and select “New Rule”

[ ;ilc Action View Help

s @EE

Windows Firewall with Advancy
&3 Inbound Rules L S —————————
S Uutbound Kules AN AR ; _.
¥ Connection Security Rules ‘ Frewal wih Secut’ ﬂ
& B Monitoring ‘
Overview
(D Fot your secunty, some setings are ©
Domain Profile is Active
9 Windows Feewall is on.
Q Irbound connechons that do not match a
€ Outbound connections that do not match.
L p— (| [ P ] ’

Windows Fire o
e, Import Policy...
& Bxport Policy...
Restore Default Policy
Diagnose / Repair
View »
G Refresh
[7] Properties
Help

Select “Port” and click “Next”

Iuls Ipeu
amc e pm o Tl im0 Ol b

er
& Ml L RE LT T

& Padoon o By

 dwctn O Mg
- Pt Finky gt cortoh cowa o ke & EEan.
& Hun - Pl
Sk et porth e g ke TR e W

.bir\-:hx'r: Lot Hotrad LhomHITH ':
Fitkt gt Cortrls S o b o IOpEM L
b el
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Enter the two port numbers, separated by a comma, and click “Next”

O DATAFLOW

@ New Inbound Rule Wizard

Protocol and Ports
Specily the protocols and ports to which this rule apples,

Stepx
Does this ide 2pply to TCP o UDP?

¢ Rue Twe

@ Protocol ard Poits @ Tce

@ Action _ uopP

¢ Polie

- Does this e pply to &l local ports o specilic local paits?
1 All local ports

@ Specific local ports: 1570317,{5!3073' l
TE. 543, 50005010

Lesm meee sbout pectocol and potls

T (|
The defaults are fine.... Click “Next”

i Mew Inbound Rule Wizard
Action

Speciy the aclion ba be tsken when & conrectan malches the condiians speched in the e,

Steps:

@ Fuie Type What acton should be taken when a connechion matches the specilied condions?

& Frotocol and Ports _

. @ Allow the connection
.} CELn Thiz ncludes connections that e pratected with IPsec 22 well &2 o ate nol.
& Fralikz .
N o Allow the connection if it iz secure
@ Mame Thiz neludes arly carmeclions that have been suthenlicaled by usng IFsec, Conrections

Rule node.

' Block the connection

Leain mole sboul actions

will b gacured usng the seltings in IPsec properties and ides inthe Cormeclion Secuiity

[ <Back || Med>

[ Cancal
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Just “Domain” will normally be good enough. (It may need “Public” for external HTTPS access —

haven’t tested this.)
Click “Next”
@F New Inbound Rule Wizard
Profile
Speciy the peohles fon which this iue spplies
Sheps:
@ Fuie Type \When does this nele appl®
& Protocal and Partz
& Action ¥ Domain
& Pralie Applies when a computer is conneched ho ks corporate domain,
& MHam= Private
Agppliss whern a compuler is connected 1o a pivale relwok beatian
T Public
Applies whaen a computer is conncted o a pubhc netwaok lacation
Lesin moe shout peofiles
= o
Enter a good name, and click “Finish”
& New Inbound Rule Wizard
Name
Specify the name and desciphon al iz e
Steps:
@ Fule Typ=
& Frobocol and Ports
@ Aclion
@ Preile Mame:
Diatallow S preadshest Live
@ MName
Diazziption [optionall
s ==
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Configuring the client in Excel

To configure Spreadsheet Live in Excel, enter the Host Address of the server:

Configure Host Services >

Enter the address of the host website

Host address

Cancel

The first time Spreadsheet Live is used this window will be displayed automatically. Otherwise, you
can open this dialog by clicking here:

£l

(7] leow

F#ancial Software Solutions

Copyright © Dataflow (UK) Lte

The host address is the address of the machine, followed by the port number. This can take the form
of an IP address:

http://192.168.77.89:15001

or it can be the host machine name:

http://IISTEST-SERVER:15001

or it can be an FQDN (Fully Qualified Domain Name):

http://spreadsheetlive.mydomain.co.uk:15001

Where only HTTP access is required over a local network (including VPN) then IP address or host
machine name should be sufficient.

A FQDN is required for HTTPS. If external access is required then this must be done using HTTPS, and
requires more configuration not dealt with here.

NB. You will almost certainly have to open the port in the firewall on the host serve
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http://192.168.77.89:15001/
http://iistest-server:15001/
http://spreadsheetlive.mydomain.co.uk:15001/
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Spreadsheet Live Service configuration

If necessary, change the port number (Eg, :15001) of the Host Address entries. You should only have to do this if there is a conflict with another service or if
you are setting up a second instance of the service on the same server.

Web.config.appSettings

<?xml version="1.0"?>
<appSettings>

<clear/>

<add key="ExcelHostAddress" value="http://localhost:15001" /> <!-- Default value 15001 -->

<add key="DataflowHostAddress" value="http://localhost:15002" /> <!-- Default value 15002 -->

<add key="IsTesting" value="false"/>

<add key="ServerDelay" value="0"/>

<add key="SupportMail" value="support@dataflow.co.uk" /> <!—Set this value to blank if not enforcing password change policy -->
</appSettings>

Web.config.connectionStrings

<?xml version="1.0"?>
<connectionStrings>
<clear/>
<add name="Dataflow" connectionString="MultipleActiveResultSets=True; Server=DFS-2-SQLSERVER\SQL2017; Database=DF32_P2P_Demo;
User id=SYSDBA; Password=masterkey; Application name=Dataflow.Wcf"/>
</connectionStrings>1

Web.config.smtpSettings
<?xml version="1.0"?>
<smtp from="Dataflow Notifications &It;accounts@dataflow.co.uk&gt;">

<network host="dfs-ex1" port="25" password="" userName="" /> <l—Set “host” to blank if not enforcing password change policy -->
</smtp
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HTTPS

There must be a valid SSL certificate installed on the server (installed from a .pfx - .crt didn’t
seem to work). Wild-card certificates can be used.

To bind the port number to the SSL certificate:

Get the “thumb print” of the SSL certificate and strip out all the spaces. There will
probably be a dodgy character that you can’t see at the beginning of the string — delete
that too.

Open a command window with Administrator rights and run the following replacing
“certhash” value with the thumb print string:

netsh http add sslcert ipport=0.0.0.0:15001
certhash=92db8031de988ae2b91a0c4a9ed69cf7fa87¢c576
appid={D06B8F96-35C4-4708-9494-3D524F552A83}

Use the following command to display bound certificates if you want:

netsh http show sslcert

An entry for the FQDN must be in the DNS pointing at the host server.

Edit the Dataflow.Excel.Host.exe.config file:

Mj Dataflow. Excel Hostexe.config - MNotepad EI@
File Edit Format iew Help
<binding name="mywebHttpBinding"> -
<security mode="None"/>
</binding>
</webHtTpBinding> E

<customeindings

<bigeday name="myCustomginding" sendTimeout="00:50:00">
2 sageeEncoding messageversion="soapll" />
ansport maxReceivedmessagesize="2097152"/>

Efaihne el g
<l ——<hasicHttpEinding>
<binding maxReceivedMessagesize="2097152" sendTimeout="00:50:00">
<security mode="TransportwithMessageCredential” />

</Binding>
<hbinding name="Transport":>
<security mode="Mons" /> il

[ 3

Edit the Web.config.appSettings file:

File

j Web.config.appSettings - Motepad EI@

Edit Format  iew Help

<7xml wersion="1.0"7>
<appsettingss
<clear />
<add key="ExcelHostaddress" wvalug="
<add key="pataflowHostaddress"” wa
<add key=”IsTest1n? values=' Fa1se
<add key="serverrbela
<add key="supportMail” walue="davidpipe@dataflow.co.uk” />
< fappsettings:

& TocaThost:15001" = <l —— pefault value 15001 —-»
ph://1ocalhost:15002" /> <!—- Default walue 15002 -->

"ovalue="0"/>

Restart the Spreadsheet Live service.
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